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Why is E-mail Availability Important?

E-mail is the nucleus of business communication

As e-mail becomes more business critical:

u Time loss after a failure is measured in seconds
u Data loss after a failure needs to be close to zero

Micreosoft

E Business users report that they currently spend 19% of their work day, or close tc:K Z J

2 hours/day, on e-mail.

—

Radicati, 2007
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Exchange Server 2007

Continuous Replication
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Exchange Server 2007 CCR + SCR
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Simplified Mailbox High Availability,
Disaster Recovery, and Backup

Mailbox
Server Replicate
databases
DB to remote
Recover quickly DB2 datacenter
from disk and
database DB3
failures—— DB4

DB5
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Exchange Server 2010
High Availability Goals

Reduce complexity

Reduce cost

Native solution - no single point of failure
Improve recovery times

Support larger mailboxes

Support large scale deployments

Make High Availability Exchange

deployments mainstream!
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Exchange Server Improvements

Key Benefits

A Improved failover granularity

A Slmphfled adminiStl‘ation V Easier and Cheaper to dep'oy
A Incremental deployment .
R Unification of CCR + SCR V Easier and cheaper to manage

A Easy stretching across sites V Better Service Level
A Up to 16 replicated copies Agreements (SLAS)

A Further Input/Output (1/O) V Reduced storage costs

reductions V Larger mailboxes
A RAID*-less/JBOD** support

A Online mailbox moves V Easier and cheaper to manage
A Improved transport resiliency V Better SLAs
ﬁmm *Redundant Array of Independent Disks (RAID) **Just a Bunch of Disks (JBOD)  Because s every rlum
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Exchange 2010 Mailbox Resiliency Overview
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Improved Availability During Failures

Keeping Users Connected

Mailbox Servers
Database Availability Group

Exchange 2010

DB2

Micreosoft
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Improved Availability During Failures

Keeping Users Connected

Client Access

Server failure ...
Client reconnects
through another
Client Access Server

Load Balanced Client Access Servers

Mailbox Servers
Database Availability Group

Exchange 2010
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Improved Availability During Failures
Keeping Users Connected

| Client Access
Server failure ...
Client reconnects
through another
Client Access Server

Load Balanced Client Access Servers

Mailbox Servers
Database Availability Group

Exchange 2010

Mailbox Database
—— or Server failure. ..
Client disconnected
for 30 seconds

hleaun it's MMQXNW



Simplified Administration
Reduces Cost and Complexity

High Availability administration all within Exchange

Same automated database failover process used
for a range for failures — Disk, Server, Network

Simplified activation of Exchange services in a standby datacenter

glemn it’s mrybody’lKhum



anaging Avalilabillity in the
xchange Management Console
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Rk Gty View

o [=]

&= zn|H=

@ Microsoft Exchange
= B:; Microsoft Exchange On-Prel
[=] |sis| Organization Configuratio
|4y Mailbox
|5 Client Access
|4 Hub Transport
s Unified Messaging
=| server Configuration
Recipient Configuration
=1 Toolbox

® ®

View locations
and status of
replicated copies

5 Contoso-MailboxDE B
Contoso-Mailbo (

_ISLCEXD1-PFO1

|

ik Mailbox Database 2053582818

C:\Program Files\Microsof...
C:\Program Files\Microsof...
C:\Program FI|E51IMICFOSO'F .
C:\Program Files\Microsof...

C: '!Program F|Ies‘lM|crosof .
C:\Program Files\Microsof...

Database Management Database Availability Groups I Sharing Palicies I Address Lists

" Create Filter
MName = I Database File Path | Log Folder Path I Mounted
. % Contoso-MailboxDB A C:\Program Files\Microsof...  C:\Program Files\Microsof...  Mounted
C'\Program FiIes\MicrosoF. .. Mounted

Mounted
Mounted
Mounted

2

wl

s Contoso-MailboxDB C 2 objects
Database Copies |

Datat - Mailbox Server I Copy Status I Copy Queue Leng
ﬁContoso-MaiIbO)d)E C SLC-EX02 Mounted 0

&k Contoso-MailboxDB C SLCEXO01 Healthy a

B Mailbox 5 objects | Actions

Managed Default Folders | Managed Custom Folders I Managed Folder Mailbox Policies | Offline Address Book |

Mew Mailbox Database...
Mew Public Folder Database...

Mew Sharing Policy...
Mew Address List...

b w @D

Mew Managed Default Folder...

Mew Managed Custom Folder.. .

i B

Mew Managed Folder M.
Mew Offline Address B

o

Export List...

Contoso-MailboxDB C

2 Dismount Database

T Move Database Path. ..
3

]
5 Add Maibox Database Copy...
Properties
Contoso-MailboxDB C
4 Ssuspend Database Copy

Remove

= o

Mew Database Availability Group. ..

Move Active Malbox Database...

Take action
(add copies,
move active,
etc.)

vl
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Incremental Deployment
Reduces Cost & Complexity

Easy to add High Availability to existing deployment

High Availability configuration is post-setup

High Availability mailbox servers can host other Server Roles

Mailbox
Server 1

DB1
DB2
DB3
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Incremental Deployment
Reduces Cost & Complexity

Easy to add High Availability to existing deployment

High Availability configuration is post-setup
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Incremental Deployment
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Exchange Server 2010 High Availability
Fundamentals RPC CAS

z Database Availability
Group

Server

Database

Database Copy
Active Manager (AM)

Remote Procedure Cal
(RPC) Client Access
service

RPC CAS



Exchange Server 2010 High Availability ™"
Fundamentals
Database Availability Group

2 Agroup of up to 16 servers hosting a set of replicated
databases

2 Wraps a Windows Failover Cluster
= Manages servers’ membership in the group
= Heartbeats servers, quorum, cluster database

ez Defines the boundary of database replication
e Defines the boundary of failover/switchover (*over)
2 Defines boundary for DAG’s Active Manager

Mailbox Mailbox Mailbox Mailbox Mailbox

Server 1 Server 2 Server 3 Server 4 Server 16

1;: .‘u.m:.....y Because it's mrybody’xlb\‘?,ﬂgus
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Exchange Server 2010 High Availability
Fundamentals - Server

2 Unit of membership for a DAG
2 Hosts the active and passive copies of multiple mailbox databases

2 Executes Information Store, Cl, Assistants, etc., services on active
mailbox database copies

2 Executes replication services on passive mailbox database copies

Mailbox Mailbox Mailbox
Server 1 Server 2 Server 3

3
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Exchange Server 2010 High Availability
Fundamentals - Server (Continued)

2 Provides connection point between Information Store and RPC Client Access
2 Very few server-level properties relevant to High Availability (HA)

2 Server’s Database Availability Group

= Server’s Activation Policy

I Client Access ‘

Mailbox Mailbox Mailbox
Server 1 Server 2 Server 3

4

Because it's everybody’ busi!ci)us
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Exchange Server 2010 High Availability
Fundamentals - Mailbox Database

2z Unit of *over

@ A database has 1 active copy — active copy can be
mounted or dismounted

2 Maximum # of passive copies == # servers in DAG — 1

Mailbox Mailbox Mailbox
Server 1 Server 2 Server 3

G i , Because it's everybody” h4l-ﬂljill



Exchange Server 2010 High
Avallability Fundamentals

Mailbox Database (Continued)
2 ~30 seconds database *overs

e Server failover/switchover involves moving all active
databases to one or more other servers

2 Database names are unique across a forest

e Defines properties relevant at the database level

2 Globally Unique Identifier (GUID): a Database’s unique ID
e EdbFilePath: path at which copies are located
B Servers: list of servers hosting copies

42
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Exchange Server 2010 High Availability
Fundamentals
Active/Passive vs. Source/Target

=z Availability Terms

= Active: Selected to provide email
services to clients

= Passive: Available to provide emall
services to clients if active fails

2 Replication Terms

= Source: Provides data for copying to
a separate location

= Target: Receives data from the
source

Because it's mwlmﬁ

the JEN efficlncy |



Exchange Server 2010 High

Avallability Fundamentals
Mailbox Database Copy

= Scope of replication

= A copy is either source or target of replication at any given time
= A copy is either active or passive at any given time

= Only 1 copy of each database in a DAG is active at a time

= A server may not host >1 copy of a any database

Mailbox Mailbox
Server 1 Server 2

£.4



Exchange Server 2010 High

Avallability Fundamentals
Mailbox Database Copy

Defines properties applicable to an individual database copy

@ Copy status: Healthy, Initializing, Failed, Mounted, Dismounted, Disconnected,
Suspended, FailedandSuspended, Resynchronizing, Seeding

2 CopyQueuelength e ActiveCopy

e ReplayQueuelength e ActivationSuspended

Ex_:Machine: EXCH-B-956 | Scope: SUCLWA-dom.extest.microsoft.com

Name

ReplayQueueLength
mdb1\1659R1-C12 FailedAndsuspen 46
ded .
Resynchronizing 0
Mounted 0
1u e
> mdb1 3 objects
s m | 2| mdb1
Database Copies | TN ~ Dismount Database
Data.,. = ] Mailbox Server /r Copy Status Copy Queue Length ] Replay Queue Length ] % Move Database Path...
Jomdb1 1659R1-C12 Failed and Suspended Y46 1 = ' _
$emdbi EXCH-B-956 Failed 46 7 45 Move Active Mailbox Databas. ..
omdbi EDGEBES1 Mounted 0 0 |§ Add Mailbox Database Copy...

/< Remove
— -




Microsoft

Exchange Server 2010 High Avallability
Fundamentals - Active Manager

= Exchange-aware resource manager (high availability’s
brain)
= Runs on every server in the DAG
= Manages which copies should be active and which should be
passive
= Definitive source of information on where a database is active
or mounted

= Provides this information to other Exchange components (e.g.,
RPC Client Access and Hub Transport)

2 Information stored in cluster database

Because it's mrybody’xxtnﬂgs



Microsoft

Exchange Server 2010 High Availability
Fundamentals - Active Manager

= Active Directory is still primary source for configuration info

= Active Manager is primary source for changeable state
information (such as active and mounted)

2 Replication service monitors health of all mounted
databases, and monitors Extensible Storage Engine (ESE)
for I/O errors or failure

1;- .‘u.mm‘.! | Because it’s mrybody’:Xb\ﬁZs



Microsoft

Active Manager

= Primary Active Manager (PAM)

= Runs on the node that owns the default cluster group (quorum
resource)

2 Gets topology change naotifications
= Reacts to server failures
= Selects the best database copy on *overs

z Standby Active Manager (SAM)
= Runs on every other node in the DAG

2 Responds to queries from other Exchange components for
which server hosts the active copy of the mailbox database

Because it's mwlmﬁ
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Exchange Server 2010 High Availability
Fundamentals
Continuous Replication

2 Continuous replication has the following basic steps:
= Database copy seeding of target
= Log copying from source to target
= Log inspection at target
= Log replay into database copy

Because it’s werybody’xxtﬁ-ﬂgus
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Exchange Server 2010 High Availability pcets
Fundamentals - Backups

2 Streaming backup APIs for public use have been cut, must use Volume
Shadow Copy Service (VSS) for backups

2 Backup from any copy of the database/logs

2 Always choose Passive (or Active) copy

2 Backup an entire server

2 Designate a dedicated backup server for a given database
2 Restore from any of these backups scenarios

Database Availability Group

Mailbox Mailbox Mailbox
Server 1 Server 2 Server 3

VSS requestor




Microsoft

Multiple Database Copies Enable
Backupless Configurations

o Site/server/disk failure S8 gz Exchange Server 2010 HA

e Archiving/compliance ) = E-mail archive

e Recover deleted items - E Extended/protected dumpster
retention

Database Availability Group

Mailbox Mailbox \V/F=11] 00)'4

Server 1 Server 2 Server 3

7-14 day lag copy
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HIGH AVAILABILITY DESIGN
EXAMPLES

Because it's mrybody‘:Ibusiness




High Availability Design Example
CCR Design -> DAG Design







